
RULES OF OPSEC 
 

1. Do not post detailed information about the mission of assigned units. 
2. Do not post details on locations and times of unit deployments. 
3. Do not list your service member's specific job on social media. 
4. Do not post where your service member is stationed/ported. 
5. Do not post about personnel transactions that occur in large numbers (Example: pay information, powers of 

attorney, wills, deployment information). 
6. Do not post details on locations and times of unit trainings. 
7. Do not post unit/service member itineraries. 
8. Do not post references to trends in unit morale or personnel problems. 
9. Do not post details concerning security procedures, response time, tactics. 
10. Do not post details Personal Identifying Information (PII). 
11. Do not post exact redeployment dates. 
12. Do not reveal camp locations, including nearby cities. After the deployment is officially announced by 

Military officials, you may discuss locations that have been released, normally on the Country level. 
13. Do not discuss convoy routes (“we travelled through ‘such-and-such’ on our way to X”). 
14. Do not discuss equipment or lack thereof, to include training equipment. 
15. Avoid the use of count-up or count-down tickers for the same reason as rule #1, if you do decide to use one, 

make sure only YOU and those you trust are able to see it.  
16. Be very careful of posting pictures of your loved one. Avoid images that show significant landmarks near 

their base of operations, and black out last names and unit affiliations. 
17. Do not, EVER, post information about casualties (coalition or enemy) before the official release of the 

information. 
18. Do not pass on rumors (“I heard they’re coming home early”, etc) 
 
SOCIAL MEDIA 
Limit your posts to friends-only. Defaults can change on Facebook with no real notice, and suddenly you’re 
posting to the Public. If your FRG has a Facebook group, ask the leader if it’s private or public. What you post to 
a group may appear on other people’s timelines as well. 
 
PHOTOS 
• If you must post photos, consider cropping or blurring some details on pictures. 
• Turn off Geotagging. Make sure your location services setting is turned off. 
• Social media is not going away any time soon. More and more issues arise with social media and 

consequences hit much harder and much faster (with consequently less time to “undo” a mistake). 
 
These OPSEC rules aren’t meant to limit your free speech or restrict your liberties- that’s exactly what our men 
and women in uniform fight to protect. They are put into place to help ensure the safety and security of our 
nation’s military. 


